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NOTE: 

This guide does not replace in any way the outstanding value of the ISC2 CISSP CBK Seminar, nor the fact that you must have been directly involved in the security field or one of the 10 domains of expertise for at least 3 years if you intend to take the CISSP exam.  This booklet simply intends to make your life easier and to provide you with a centralized and compiled list of resources for this particular domain of expertise.  Instead of a list of headings, we will attempt to give you the headings along with the information to supplement the headings.

As with any security related topic, this is a living document that will and must evolve as other people read it and technology evolves.  Please feel free to send comments and input to be added to this document. Any comments, typo correction, etc… are most welcome and can be sent directly to jasonr@ascendsolutions.com. Thanks.
Domain 4 – Application & Systems Development

Definition:
Applications and systems development security refers to the controls that are included within systems and applications software and the steps used in their development.  Applications refer to agents, applets, software, database, data warehouses, and knowledge-based systems.  The applications may be used in distributed or centralized environments.

The candidate should fully understand the security and controls of the systems development process, system life cycle, application controls, change controls, data warehousing, data mining, knowledge-based systems, program interfaces, and concepts used to ensure data and application integrity, security, and availability.

· Application Issues
· Distributed Environment – Permits agents and should include the following:

· Interoperability

· Portability – Software at source code level can be moved from system to system

· Transparency – Ability to keep application and its processes invisible to the end user.

· Extensibility – Systems must be able to adapt to various management policies and allow the intro of new resources to manage.
· Agents – An agent is a surrogate program or process performing services in one environment on behalf of a principal in another environment. This differs from that of a proxy in that a proxy acts on behalf of a principal, but may hide the characteristics of that principal.
· Applets – Similar to agents. Small applications written in C++ & Java
· Active-X – Establishes a trust relationship between the client and the server through the use of certificates.
· Java – A multithreaded interpreted language developed by Sun. Runs in a constrained memory space.
· Objects – More reliable and capable of reducing propagation of program change errors. The creation and use of objects allows for quicker and more efficient development. Objects are encapsulated, only allowing access through messages sent to them to request performance of desired operations. Often made available through Object Request Brokers (ORBs).

· Message – The communication to an object to carry our some operation.

· Method – The code that defines the actions an object performs in response to a message.

· Behavior – Refers to the results exhibited by an object upon receipt of a message.

· Class – A collection of the common methods of a set of objects that defines the behavior of those objects.

· Instance – Objects are instances of classes that contain their methods

· Inheritance – Methods from a class are inherited by another subclass. The subclass inherits behavior from a superclass.

· Delegation – The forwarding of a request by an object to another object.

· Polymorphism – A name may denote objects of many different classes that are related by some common superclass, thus any objected denoted by this name is able to respond to some common set of operations in a different way.

· Local/Non-distributed Environment – TBD
· Viruses
· Trojan Horses
· Logic Bombs
· Worms
· Databases & Data Warehousing – Security can be provided through the use of views. Granularity of the access to objects in a DB refers to fineness. 
· Aggregation – The act of obtaining information of a higher sensitivity by combining information form lower levels of sensitivity.

· Data Mining – Data warehouse is a repository of info from heterogeneous databases that is normalized. Objective is to find relationships that were unknown before. Searching for data is known as data mining. Correlations about data is known as metadata which is stored in the “data mart”.
· Inference - The ability of users to infer or deduce information about data at sensitivity levels for which they do not have access.
· Polyinstantiation – The development of a detailed version of an object from another object using different values in the new object. For example, in a DB, the name of a military unit may be Secret and have identification numbers as the primary key. Another user at a lower level then attempts to create another entry using the same ID number as the primary key, a rejection of the attempt would infer to the lower level user the same ID exists at a higher level. Polyinstantiation prevents inference by allowing same ID for lower class and the then the DBMS would manger the different unit ID’s
· Multi-Level Security – TBD
· Database Management System Architecture – Provides high level commands to operate on data in a database. Types include:

· Hierarchical

· Mesh

· Object-oriented

· Relational
· Data/Information Storage
· Real or Primary – Memory directly addressable by the CPU and used for the storage of instructions and data for an executing program.
· Secondary – Slower memory that provides non-volatile storage such as a hard drive.
· Virtual – Type of memory which uses secondary memory in conjunction with primary memory to present a CPU with a larger, apparent address space such as a pagefile.
· Random – RAM is volatile and comes in Dynamic (DRAM) which decays over time or Static (SRAM) which uses latches to store bits.
· Sequential – Memory from which information must be obtained by sequentially searching from the beginning rather than directly accessing the location, such as magnetic tape.
· Knowledge-based Systems – An alternative approach for using software & hardware to solve problems.
· Expert Systems – Exhibits reasoning similar to that of a human expert to solve a problem. It builds a knowledge base of the domain to be addressed in the form of If-Then statement rules. Inference engine + knowledge base = expert system.

· Operates in either forward chaining where the system acquires information and comes to a conclusion based on that information or backward chaining where the system backtracks to determine if a given hypothesis is valid.

· Uncertainty is handled the following:

· Bayesian networks are based on the Bayes Theorem: P{H|E} = P{E|H}*P(H)/P(E)

· Certainty Factors are the probability that the belief is true.

· Fuzzy Logic is used to address situations where there are degrees of uncertainty.

· Fuzzification – Membership functions defined on the input variables are applied to their actual values, to determine, the degree of truth.

· Inference – Truth value for the premise of each rule is computed and applied to the conclusion part of each rule.

· Composition – All fuzzy subsets assigned to each output variable are combined together to form a single fuzzy subset.

· Defuzzification – Used to convert the fuzzy output to a quantitative number.
· Neural Systems – Based on the functioning of biological neurons. Signals are exchanged among neurons through electrical pulses traveling along an axon. Pulse arrives at a neuron at points called synapses. Output = Input1*Weight1 + Input2*Weight2. Once summing node is called a single-layer network. Multiple nodes is called a Multi-layer network. 

· Systems Development Controls
· System Development Life Cycle – TBD
· Conceptual Definition
· Functional Requirements Determination
· Protection Specifications Development
· Design Review
· Code Review/Walk Through
· System Test Review
· Certification – Established extent in which a particular design and implementation meets the set of specified security requirements.
· Accreditation – Formal declaration by Designated Approving Authority that system is approved to operate in a particular security mode using a prescribed set of safeguards at an acceptable level of risk.

· Defense Information Technology Security Certification and Accreditation Process (DITSCAP):

· Phase 1: Definition

· Phase 2: Verification

· Phase 3: Validation

· Phase 4: Post Accreditation
· Maintenance – TBD
· Security Control Architecture
· Process Isolation – TBD
· Hardware Segmentation – TBD
· Separation of Privilege – TBD
· Accountability – TBD
· Layering – TBD
· Abstraction – Involves viewing systems components at a high level and ignoring or segregating its specific details.
· Data Hiding – Similar to encapsulation, because the objects functioning details are hidden.
· System High​ – In this mode, the system operates at the highest level of information classification where all users must have clearances for the highest level.

· Multilevel Mode – Supports users with different clearances and data at multiple classification levels.
· Security Kernel – Located at Ring 0 and has access rights to all domains in that system. It is defined as the hardware, firmware, and software elements of a trusted computing base that implement the reference monitor concept. It must:

· Mediate all accesses

· Be protected from modification

· Be verified as correct
· Reference Monitor – An abstract machine that mediates all access of subjects to objects.
· Modes of Operation – TBD
· Supervisor
· User
· Integrity Levels – TBD
· Network/System
· Operating System
· Database
· File
· Service Level Agreement – A guarantee for the quality of a service to a subscriber by a network service provider. Provide the bases for measuring the delivered services and are useful in anticipating, identifying, and correcting problems.
· Malicious Code – TBD
· Definitions
· Jargon
· Myths/Hoaxes
· The concept of hackers, cracks, phreaks, and virus writers
· Anti-viral protection
· Anti-viral Software
· Various types of Computer Viruses
· Multi-partite
· Macro
· Boot Sector infectors
· Macintosh
· File infectors
· Logic Bombs
· Trojan Horses
· Active-X
· Java
· Trap doors
· Methods of attack – TBD
· Brute Force/Exhaustive attack – The action of trying every possible combination in an attempt to guess a password.
· Denial of service – Denying legitimate users access to resources through a variety or means.
· Dictionary attacks – The use of word dictionaries to guess passwords.
· Spoofing – Pretending to mimic a system in an attempt to intercept data.
· Pseudo flaw
· Alteration of authorized code
· Hidden code
· Logic bomb
· Trap Door
· Interrupts
· Remote maintenance
· Browsing
· Inference
· Traffic Analysis
· Flooding
· Cramming
· Time of Check/Time of Use (TOC/TOU)
